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Abstract—In wireless ad-hoc and sensor networks, neighbor routes, can control the packets sent over those routesbg.g.
discovery is one of the first steps performed by a node upon selectively dropping packets and crypt-analyzing them.

deployment and disrupting it adversely affects a number of . . . .
routing, MAC, topology discovery and intrusion detection pro- We now illustrate the importance of secure neighbor dis

tocols. It is especially harmful when an adversary can convice COVery. Consider two legitimate non-neighboring nodeand
nodes that it is a legitimate neighbor, which it can do easily 5, and a malicious nod#/ that is within the communication
and without the use of cryptographic primitives. In this paper, range of both4d and B (Figure 1(a)). If the neighbor discovery
we develop a secure neighbor discovery protocol, SEDINE, fo protocol simply consists of broadcasting a HELLO packet and
static multihop wweless netw_orks. We prove_that, in the absnce receiving a response for the HELLO packet (as is typical [1]
of packet losses, without using any centralized trusted nasl or - ’
specialized hardware, SEDINE prevents any node, legitimator 2], [3]), the maI|C|ous nodeV/ can relay the packet sent by
malicious, from being incorrectly added to the neighbor lis of A to B and vice-versaA and B will then believe that they
another legitimate node that is not within its transmissionrange. are neighbors. If there exists two malicious nodésand Y

We provide simulation results to demonstrate the efficacy of ith powerful antennas or out-of-band channels, they camev
SEDINE, in the presence of packet losses. make nodes that are multiple hops away from each other to

|. INTRODUCTION believe that they are neighbors (Figure 1(b)). By estaislgsh
Wireless ad-hoc and sensor networks are increasingly belfigse false links, the malicious nodes can insert themselve
used in a number of commercial, industrial and militar{he path betweent and B. So, while the path thatl should
applications for data monitoring. The ability of nodes ttf-se take to send a packet 6 be through the legitimate nodes
configure allows these nodes to be deployed in inhospitadfe £ and F', A will use the routed — X —Y — B.
and hostile environments that need to be monitored. Sgcurit
of the monitored data could be of great concern. Neighbor
Discovery is one of the first steps performed by a node
before it starts monitoring. Neighbor discovery, as the @am
suggests, is the process of identifying neighbor nodes. A

neighbor of a nodeX is defined as one that is within the (3) A7 fools A and B into be- (b) X and Y fool A and B,
radio communication range of. lieving that they are neighbors. which are far away, into believ-
An adversary intending to disrupt the neighbor discovery ing that they are neighbors.

protocol, will try to make two non-neighboring nodes betiev Fig. 1. Insecure neighbor discovery

that they are neighbors or will prevent two neighboring reode o o

from becoming neighbors. By launching the former attack, NOt only is it important to prevent two legitimate non-
the adversary can in turn attack protocols that need aeeurdgighPoring nodes from becoming neighbors, but it is also
neighbor information. For example, an adversary can attafRPortantto preventa legitimate node from adding a malisio
routing protocols such as AODV [1] and DSR [2] by launchingOn-n€ighboring node to its neighbor list. For example, in
a wormhole attack. In a wormhole attack, malicious nod&dgure 1(b), letX andY be compromised malicious nodes
can either falsely convince two non-neighboring nodes thagd letA and B be legitimate nodesB can be fooled into
they are within communication range or falsely convince tH€lieving thatX is its neighbor (sinc&” can relay packets
nodes that the malicious nodes belong to the best possiBffweens and X). Hence, whenB wants to send a packet
route between the source and the destination. This attatk & 4, B will believe that the route i3 — X — A while the

be launched even without requiring the cryptographic keys fctual route isB — Y — X — A. This may make the route
the network. The adversary, after inserting itself in thisgia hroughX andY" look attractive toB. Thus, false routes can
be establishedlhe goal of this work is to prevent a legitimate

This work has been supported in part by the NSF grants 07215626830, node from addir]g a noqe that is not within its communication
0831060, and CNS-0626830. range, to its neighbor list.



The disadvantages of insecure neighbor discovery are now legitimate nodes can be fooled into becoming neighbors,
apparent. What is also significant is that if neighbor discgv in the absence of packet losses
is made secure, the afore-mentioned wormhole attack can We quantify our results by taking packet losses into
be effectively mitigated by building on the guarantee that account and show through simulations that even in this
neighbor information is accurate [3], [4]. This is the key  scenario, the fraction of non-neighboring nodes that be-
motivation for working on this problem. lieve that they are neighbors is significantly smaller when

We now overview related work. Typically, most work (e.g., ~ using SEDINE than when using the insecure protocol.
[3]) have assumed that neighbor discovery is secure by rdde rest of this paper is organized as follows: We present
soning that since neighbor discovery takes a very short tifite system model and detail our assumptions in Section II.
(typically a few seconds) it is unlikely for a node to gefection Ill describes the neighbor discovery protocol for
compromised before neighbor discovery is completed. Whiatic multi-hop wireless networks. In Section IV, we pawi
this may be true, the adversarged not compromise a note security analysis for SEDINE. In Section V, we present our
disrupt the neighbor discovery protocol. An external nialis ~ Simulation results. Finally, we conclude our paper anduisc
node, i.e., a node that does not possess cryptographicdaeys,oPen problems in Section VI.
relay packets between legitimate non-neighboring nodes an [I. SYSTEM MODEL AND ASSUMPTIONS
make them believe that they are neighbors. The assumptidnSystem and Attack Model
that no compromised node exists during neighbor discoveryWe assume that all links are bi-directional, i.e., if nade
also does not hold when nodes are incrementally deployediears nodeB, then nodeB also hears nodel. We assume

A number of protocols have also managed to move aw&@ynni-directional antennas on nodes. SEDINE does not requir
from this assumption. Some of these protocols rely on timirtpdes to have specialized hardware such as GPS devices
information [5], [6]. These protocols use bounds on the ylel®r directional antennas. Further, SEDINE does not require a
between sending a message to the responder and recei\whgted base station or time synchronization between nodes
a message from the responder to determine whether fRDINE requires a pair-wise key management protocol (for
responder is actually within communication range. The magxample, key pre-distribution techniques as presented I [
issue with these protocols is that characterizing delayhiard [12], [13] that will allow any two nodes to establish a secure
problem in wireless networks due to interference, congesti Communication channel between them). In our model, we
and link errors. Therefore it is hard to prove that timingllow packet losses to occur due to link errors or collisions
information actually guarantees secure neighbor disgover Malicious nodes may either be external nodes (that do not
fact, Poturalski et al. [7] show that timing information ko POssess the cryptographic keys) or insider nodes (that have
cannot guarantee secure neighbor discovery. been compromised by the adversary). We relax the general

Another class of protocols rely on specialized hardwaré sugssumption that no malicious nodes exist during the neighbo
as directional antennas [4] or advanced physical layeufeat discovery process, and instead assume that malicious nodes
[8]. The directional antenna protocol [4] substantiallgdedes (both external and compromised) do not possess specialized
network connectivity and does not consider framing attackgardware such as out-of-band channels or power controlled
[8] proposes a technique called sensor fingerprinting irctvhitransmission (including using directional antennas) ryri
a sensor can be identified based on the signal it transmies. Tieighbor discovery. Note that we recognize that our neighbo
signal thus acts as a fingerprint for the sensor. It is uncledigcovery protocol is shown to provide provable guarantees
whether this approach would be practically feasible. under a certain class of attacker models. While these a&tack

What is commonly lacking in many of these protocols i§10dels are not required for various security related works
that they do not provide angrovablesecurity guarantees for (€.9., wormhole detection), these works circumvent théopro
neighbor discovery. Recently, Papadimitratos et. al.,n@Je lem by assuming a simple neighbor discovery mechanism that
also explained the importance of providing security guames cannot provide any security guarantees. Thus, this work can
for neighbor discovery in their survey paper. Another iagér b€ seen as foundational to the development of other more so-
ing paper by Maheshwari et. al., [10] provides a theoreticBhisticated security related works that rely on securehizg
foundation using connectivity information to determinéséa discovery. We allow malicious nodes, both compromised and
links in wireless networks. However, their scheme worksyonexternal, to collude with other malicious nodes. Essdytfial
when the wormhole is sufficiently long. the main intention of a malicious node would be to expand its

We develop a new protocol called SEDINE to achieveeighbor list as well as the neighbor lists of its neighbors.
secure neighbor discovery. It does not require specialized- By doing so, the adversary can establish false routes by
ware and relies on the overhearing capability of nodes teaietlaunching a wormhole attack in the futui&e do not consider
whether a packet is being relayed. The main contributions @gnial of service attacks that prevent two neighboring rsode

this paper are as follows: from becoming neighbors, physical layer jamming attachks, a
« We develop aprovably secureneighbor discovery pro- Physical destruction of nodes.
tocol thatdoes not require any specialized hardware, or [1l. THE NEIGHBOR DISCOVERY PROTOCOL
highly accurate time measurement In this section, we develop a new protocol called SEDINE,

« We analytically guarantee that no two non-neighborinfpr secure neighbor discovery in static multi-hop wireless



networks. SEDINE consists of two phases: (Table I, Steps 6 and 7). Each node then broadcasts this en-
1) The Neighbor Discovery Phase crypted expected neighbor list. After broadcasting, eamthen
2) The Neighbor Verification Phase waits until a timeout to receive the corresponding expected
We first provide an overall idea of the protocol. During th@eighbor list of each of its expected neighbors. Nodes that d
Neighbor Discovery Phase, thexpected neighborsf a node not send their expected neighbor list within the timeoutquer
are discovered. Thexpected neighbor lisif a nodeA consists are discarded from the expected neighbor list of the itiat
of nodes that are its actual neighbors and also nodes that gégle. When the timeout expires, each node broadcast&key
not within the communication range df but have been made and the set of discarded nodes. At this point, each node knows
to believe thatA is their neighbor by some malicious nodgts expected neighbors and the expected neighbors of each of
in the network. During the Neighbor Verification Phase, wes expected neighbors.
propose a technique to filter out those nodes that are noiwith This protocol can be extended so that a node can also de-
the communication range of from theexpected neighbor list termine the verifiers of the link between its expected neighb
of A usingverifiers A verifier of a link A < B is a node that (say X) and any expected neighbor &f. By doing this, the
is in the expected neighbor lisdf both A and B. In order to node can verify whether the nodes tht claims to be its
perform link verification, each node requires the following neighbors, are actually the neighbors%f This is important

» Each node needs to find its expected neighbors. for protocols that require accurate information of secbog-
« Each node needs to know the expected neighbors of eaﬁg]ghbors as well. We now explain this extension.
of its expected neighbors. After having received the expected neighbor list of each of

Each node then determines the verifiers for each of its links expected neighbors, instead of revealing the Kegnd the
and also determines the links for which it is a verifier. Eaciropped neighbors, each node generates a newiKeylrhe
verifier of a link, during the Neighbor Verification Phaseexpected neighbor lists acquired are now encrypted Vith
checks whether a packet sent on that link is being relayafld broadcasted as described in Steps 10 and 11 in Table I.
to the next hop. Depending on whether the packet is beiffgsome node does not send this set of expected neighbor lists
relayed, each verifier takes an independent decision orhehetwithin a timeout, it will be dropped from the corresponding
the link is legitimate. Verifiers then exchange their reggn expected neighbor list. After receiving these two listsghea
between themselves and between the source and destinatiodde reveals key&', K/, the dropped neighbors, and the keys

i , revealed by each of its expected neighbors.
A. The Neighbor Discovery Phase The Neighbor Discovery Phase is summarized in Table I:

1) Determining the expected first hop neighbots: this TABLE |
phase, each node determines the nodes that claim to be its THE NEIGHBORDISCOVERYPHASE
first hop neighbors. Upon deployment, each node broadcastssmining the one fop expected neighbors

i id 1. § — One hop broadcast: HELLQ,Ds.
a HELLO packet and its nod(_e ID. Every node that hear; this > 5~ S D R HELLO ropl, tnceNs <)
HELLO packet sends back its ID and a reply containing a 3. s — x: Kx.s(Ack, h(Nx.s)). _ s
nonce which is authenticated using the key that is shared & Qif,z;f S't"ep?z‘,‘;’;I,fdeipfiitii’erﬁye'ﬂ'éki‘fé'i’iéi);eceived.
between the nodes. This key, for example, could be pre-get;(fggi:gr::::‘:&?ﬂed two hop neighbors
. . ee . B . S,Bcast-
distributed between the two nodes [11], [12], [13]. Theiinit | 7. s - one hop broadcasts sea(IDs, {(h(Nx,s), X) ¥ X € N(S)}).

i i i ithi i 8. S: Wait for min(Tpu, N(T)V T € N(S)).
ating node af:cepts_all replies that arrive ywthln a t|mecmt_a o, 5 Drop notee that-do mat send thei onpected neighbor
then authenticates itself to each of its neighbors by sendin list within T,,,; from N (S).

. . 0. S: Generate keY<'s peast-
hash vall_Je of t_he nonce that it recel\_/ed frpm them and adds; ¢~ 5 hop bm;diaﬁfg/sﬁmtaqs, {(h(N1,5). K7 Beast(N(T) ¥ T € N(S)}).
them to its neighbor list. We call this neighbor list as the| 12 s: wait for min(1",u, N(v) v T € N(S) and¥ V € N(T).
. . . . . 13. S: Drop nodes that do not send their neighbors’ neighbor
expected nelghpor listThis list may include nodes that are | st vithin 77, from N(s). '
not actually within the communication range of the initigfi | 14 5 — One hop broadcast’s pe«(/Ds, Dropped Neighbors).
L7 L. . 15..S: Wait until a timeout to receivé{r, gcqs:(/ D, Dropped Neighbors)
node. This is because a malicious node or a set of malicious v 7 c 5.
st 1| 16..5 — One hop broadcasK s, east-
nodes could have relayed the_se pack_etg between the r!gtla_tl 17,5 Wt 0 reCeNEKr sure ¥ T € F(5).
node and another node that is not within the communicationzs. s — one hop broadcast”s seast: Kr.scast ¥ T € N(S).

range of the initiating node to make them believe that they at the end of this phase, each nofi&nows N (S), N(T)
are neighbors. The subsequent Neighbor Verification Phage ¢ N(S) and N(V) vV € N(T)
provides a mechanism to filter out the non-neighboring nodes
from the expected neighbor listf a node. B. The Neighbor Verification Phase
2) Determining the expected second hop neighb@sce Once each node has completed the Neighbor Discovery
a node has determined its expected list of neighbors, itiedthase, it can determine the verifiers for each of its links.
to know the expected neighbors of each of the nodes in tiHarthermore, each node can also determine the links fortwhic
list to determine theverifiersof each of the claimed links. it is a verifier. For example, consider two nodésnd B that
Each node generates a random k&y,and uses this key to are in the expected neighbor lists 6f and A, respectively.
encrypt its expected neighbor list and the list of hash \&lu&hen the verifiers of the claimed link < B are those nodes
of the nonces that were used when discovering neighbdhnat are present in both the expected neighbor listodind




TABLE Il

the expected neighbor list @. Since _each ex.pected neighbor THE NEIGHBORV ERIFICATION PHASE
of A and B knows the expected neighbor lists df and B,
each can determine the verifiers of the claimed lihk- B. ; ? Setefm‘”el’e;ﬁ?ffs“%vw € éV (). _
. el . . . VT N TeN N(T
Al the verifiers may not be within the communication range o U SN T € N andUr € N
of both A and B. We will take this into account before each 3. S — T: Ksr(NonceN)V T € N(S).
verifier provides a final response for the claimed litk— B. 4. Vsr: Hear whether the same packet is relayed'to
) ) o ] If yes, markPacket Relayed
We now describe the Neighbor Verification Phase. Through- Else, gon’t m?rl; a;ything at this point.
. .. s 5. T — S: Kgr(h(N)).

out this phase, each node explicitly announces the deisinat 6. Vs_r: Hear whether the same packet is relayedto
to which it is sending a packet. Also, each node can transmit a If yes and if S was heard in Step, mark Packet Relayed

; : : R R Else if S was heard and the packet sentByis not heard
particular pfa\cket only once to eaqh destlnauo_n du_rm.g glsin or if T is heard ands was not heard in Step, mark
round of this phase. Since the wireless medium is inherently Dropped Verifier Else, don't mark anything at this point.

prone to packet losses, this phase can be repeated for a numbe | 7= Vs—r: If Dropped Verifierhas been marked in
Step6, mark Dropped Verifier

of rounds for those links over which verification packets ever Else, if Packet Relayetias been marked in Stepand
lost. Note that the round is repeated in its entirety rathant Dropped Verifierhas not been marked in Stépor if Packet
individual f h d Relayedhas been marked in Stép mark Packet Relayed
Individual messages from the round. Else, if after hearings, the next packet heard was the rep

Each node checks whether each of its links has at least sent byT’, and only these two packets are heard during t
communication betweef andT', mark Link Correct

k verifiers. If there does not exist at leakt verifiers for Else, don't mark anything at this point.

a link, the link is dropped. Every verifier of a link also 8. 'fhis‘;ffzrhtﬁ;’:”’;i‘ marked anything fdf — T, repeat the
performs this operation. Lefv; and N, be two expected P :

neighboring nodes with at leaét verifiers. Ny initiates the

link verification process by sending an authenticated packe e Response Algorithm

to N2 and explicitly announcing the address §§. N; waits ¢ h iahb ificati h h nod Id
until a timeout to receive an authenticated reply fravi. After the Neighbor Verification Phase, each node wou

When this communication happens betwe¥n and Na, no have either markeBropped Verifieror Link Corrector Packet

other node within the communication range &, N, and Relayedfor every link for which it is a verifier.

the verifiers of the linkV; and N> should transmit. A similar A verifier, V that has ma_lrked_ink C_orrect or P_ack_et
operation is performed for the linky — N,. Relayedfor a link A — B during the Neighbor Verification

. L phase, now determines whether it has maikie#¢ Correctfor
The verifiers that hear the verification packet fréva can

X the linksV « A andV « B. If V has marked anything else
next hear one of three kinds of packets: a reply fl¥to N1 ¢4 these two links, then it changes its responsé®topped

or the same packet fromv, b.e.ing reIay_epI or some arbitrary\eriier for A — B. It is possible for bothA and V' to not
packet being sent. Some legitimate verifiers might not digtuabe within communication range of each other and ¥orto
hear either the transmission froiy or the transmission from mark V < A asLink Correct This is possible if there is a

N, or both. This is because the list of verifiers is obtained fromalicious node or a chain of malicious nodes betweeand
the expected neighbor lists of; and V2 and not their actual 4 w4t had relayed the Neighbor Verification packets between

neighbor_list: Therefore, some verifiers may not be Wit,h,m th\/ and A andV did not overhear the relay either because of
communication range oN; or Nz or both. These verifiers collisions or link errors. Therefore the response of a iegite

mark themselves aBropped verifierfor that particular link. yeisier for a link may be incorrect. This is why we consider

If a legitimate verifier hears the same packet fréM being ¢ yogponse of multiple verifiers. Our simulations sugtiestt

relayed, it marksPacket Relayedor the link Ny — No. I gep NE performs well even in the presence of such collisions
the next packet that a legitimate verifier hears after hearig 4 ink errors.

the verification packet fromy, is a reply fro_n_1N2, it marks For each linkA «— B, A, B, and the verifiers of the link
Link Correctfor Ny — No. If a legitimate verifier hears SOME 4 .. B communicate their response for that link to each of the

arbitrary packet being sent before the reply fréva comes, expected neighbors of and B. Now A, B and each expected

it does not mark anything at this time. ¥y hears some ,qiohhor of 4 and B determines that the linkl — B exists
arbitrary packet being sent before the reply frove comes, only if all of the following conditions hold:

it will repeat the phase for that link. Similar actions arkea 1) Both nodes claim that their link is correct.

when N, sends its verification packet ;. The phase will ) agter removing verifiers that have marked themselves as

be repeated at most a predefined number of times in order " prynned Verifier there still exists at leagt verifiers for

to reduce the number of links that get dropped because of ihat fink.

collisions and link errors. If at the end of these repetsion 3) Out of thek verifiers, there exists less thanverifiers

a legitimate verifier has not marked anything for a particula that have marke®acket Relayedor that link.

link, it marks itself asDropped verifierfor that link. If either IV. SECURITY ANALYSIS

Ny or N, have not marked.ink Correctfor Ny « N, the  Before we begin the analysis, we first definenalicious

link is dropped. path between two nodes as a path that consists solely of
The Neighbor Verification phase is summarized in Table Iinalicious nodes, except possibly the two end-points.

@




Theorem 4.1:SEDINE prevents two non-neighboringorder to guarantee that two non-neighboring legitimate esd
nodes,A and B, from believing that they are neighbors, indo not get fooled into believing that they are neighbors, the
the absence of packet losses, if at least one of the followidgcision taken by the corresponding two legitimate nodes is

conditions hold: sufficient. The decisions taken by the other verifiers or even
1) Both A and B are legitimate nodes or the availability of other verifiers do not mattefhis implies

2) At least one ofA and B is a legitimate node and therethat when packet losses are negligible and the network is so
are no Sybil attacks. sparsely distributed that collisions are negligible, ie&sy for

Proof: The proof follows from the following Lemmas. tWo legitimate non-neighboring nodes to ensure that theytdo
Lemma 4.2:SEDINE prevents two non-neighboring legiti-believe that they are neighbors. The same results hold when

mate nodes from becoming neighbors, in the absence of packgbil attacks are absent and one of the nodes is legitimate an
losses. the other malicious.

Proof: We present the idea of the proof here. The details Corollary 4.4 (Corollary to Theorem 4.1)in the absence
can be found in [14]. Consider any two non-neighboringf packet losses and Sybil attacks, SEDINE guarantees:
legitimate nodes,l; and L., that have a malicious path . . .

ting th A that after the Neiahbor Di 1) The neighbors of a legitimate nod#8, will only be
;%nnectlrr:g hem.b ssumed ? E ?r G’Eh tetlﬁ or |590\£ry those nodes that are within the one-hop communication
ase, they have been made 1o belleve that they are neignbors range ofS. The legitimate nodes that are neighbors of

D“f}.”g t.the Ne;?r;tt)g \(enfl((:janc;n Eh?se, vv.hd?h_sendskat a malicious nodeX, will only be those nodes that are
verification packet td -, in order forL, to receive this packet, within the one-hop communication range &t

it has to traverse through the malicious path betwéerand ) For a legitimate nodeS, let T be in the expected

Lo. _Ir_1 order for this to happen, the r_n_alic_ious nodes in the neighbor list ofS, and V" be in the expected neighbor
malicious path have to replay the verification packet sent by list of 7. If either of T or V are legitimateS will accept

L. SincelL; is a verifi.e_r of its own links, in the ab;ence of the link T V" to exist, only ifV is within the one-hop
packet losses and collisions; will hear the replay. Since the ication range of

next packet thal; hears is not the reply from,, it will not communica g ) L ,
accept that the link.; « Lo exists. - Thus, apart from securely determln_mg its one-hop ne|g.h—

Lemma 4.3:SEDINE prevents two non-neighboring node20rs: @ node can also verify the neighbors of each of its
one legitimate and the other malicious, from becoming neigh€ighbors using SEDINE.
bors, in the absence of packet losses and Sybil attacks.

Proof: See proof in [14]. [ ]

We briefly explain the significance of Sybil attacks ir}h
Lemma 4.3. Letd be a legitimate node, and; be a malicious
node such thatd and M; are not within communication A. Fraction of links dropped
range of each other, but there exists a malicious ndfle  This experiment identifies the effect of topology on the
that is within the communication range of both and M;. fraction of links dropped by SEDINE and compares it with
M, and M, can collude and exchange identities. So, whethat of the directional antenna protocol [4]. In order tofpen
A tries to find its neighbors), would pose both as\/; this comparison, we use the same settings as used in [4]. The
and M; and fool A into believing that bothM,; and M; purpose of this experiment is also to determine a suitableva
are its neighbors. However, her¢ is only adding a node for k. This experiment is performed using MATLAB. Nodes
that is within its communication range but possessing miglti are uniformly and randomly deployed in180 x 100 square
identities. [15], [16], [17] suggest approaches to detextes field. The number of nodes in the field varies from 10 to 100.
possessing multiple identities in sensor and mobile ad hocHere, the fraction of legitimate links that get dropped due
networks. However, protecting against Sybil attacks if&ti to the absence of: verifiers for those links, is simulated
open problem. It is important to note thaybil attacks cannot for different k. As assumed in [4], this simulation is done
fool two non-neighboring legitimate nodes into believihgtt without malicious nodes. The simulation is ran00 times
they are neighbotsThe correctness of SEDINE is affectechnd the results are averaged. Since, in our protocol, each
by the Sybil attack when a malicious node takes multipieode, itself, is a verifier of the link that it is a part of, no
identities and creates a spurious link between a legitimat® links get dropped whek = 1. This can be seen in Figure 2.
and a node with one of the false identities. For £ > 1, the fraction of links dropped decreases as the

From the above lemmas, Theorem 4.1 directly follonm. node density increases since the probability thaterifiers

Theorem 4.1 guarantees that irrespective of any securigyist for a link increases as the node density increasesa For
attack launched against SEDINE other than those mentionggbical neighborhood density dfd neighbors a node with an
in our assumptions, two legitimate non-neighboring nodesmni-directional antenna (corresponding to approxinyaségl
cannot be fooled to become neighbors, in the absence ofpackeighbors with a directional antenna [4]), the strict nbigh
losses and collisions discovery protocol of the directional antenna approacth wi

In addition, it can be observed from the proof of Theosne verifier, drops40% of the legitimate links [4] while
rem 4.1 thatin the absence of packet losses and collisions, BEDINE does not drop any links with one verifier. Further,

V. SIMULATIONS

In this section, we quantify the performance of SEDINE
rough numerical experiments.
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comparing the same number of neighbors (33 for both SEg =

[Hewithout verification| k [HeWithout verification| 'S

g
DINE and the directional antenna protocol), SEDINE dropsE £%(5:2 %ff s> anyes
less thar% of the legitimate links even with two verifiers. L™ 18
For a given network, the value &fshould be chosen based Egiz E%iz
on the network density and the level of security that is resgi & | 5o,
by the application. In a network where nodes are randomlgé ] 2=

1 2 3 1 2 3
Number of wormholes Number of wormholes

deployed, choosing a large value fér will result in the
exclusion of nodes with few neighbois. applications where
security is so critical that dropping of legitimate linksrist as
crucial, for any network density, SEDINE guarantees that
legitimate non-neighboring nodes cannot become neighbors
in the absence of packet losses (Theoreh).

(@) With~y = 0 (b) With y < k/2

tWFig. 3. Number of non-legitimate links with and without verificatio

nodes from becoming neighbors to legitimate non-neigmigpori
nodes. Our simulation results show that SEDINE is successfu
in preventing a huge fraction of non-legitimate links from
being formed in a lossy wireless communication environment
Some of the open issues include providing provable security
guarantees for out-of-band channel, power controlled, and

41 verifier
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Sybil attacks, studying the effects of denial of servicacks
against neighbor discovery, and designing secure neighbor

discovery protocols for mobile networks.

Fig. 2. Fraction of links dropped due to the necessity of the excsten
of k verifiers for every link
B. Number of non-legitimate links witlvithout verification g

In this experiment, we show the advantage of using verig]
fication. We also consider the effect of packet losses due to
collisions and link errors. This experiment has been sitedla 3]
using Jist SWANS. The IEEEB02.11 MAC protocol has
been used. The simulation is r% times and the results
are averaged. We consider the worst-case scenario in whi
malicious nodes relay whatever packet they hear. 50 legigm [5]
nodes are uniformly and randomly deployed in@ x 100
m? field. The number of malicious nodes is varied fronto
4 and the communication range is roughy m.

Let k represent the minimum number of verifiers required?]
to validate a link and lety represent the maximum number
of verifiers that can repoiffacket Relayedor a link so that [g]
the link still gets validated. By increasing we can prevent
compromised malicious nodes from framing legitimate links™
However, increasingy decreases the chance of detecting a
non-legitimate link. From Figures 3(b) and 3(a), we see that
for the samé;, increase iny results in a slight increase in the
number of non-legitimate links in the network. [11]

We observe that the total nhumber of non-legitimate links
in the network decreases as the number of verifiers increadt®d
There is a trade-off here since arbitrarily increasing theaber [13]
of verifiers results in an increase in the number of legitanat
links being dropped. We also observe that even as we incre48e
the number of malicious nodes, the corresponding rate of
increase of the number of non-legitimate links is much lowé¥]
when verification is used than when verification is not useqm]

(6]

VI. CONCLUSION [17]

Securing the neighbor discovery protocol is a critical prob
lem in wireless ad-hoc and sensor networks. SEDINE not only
tries to prevent legitimate non-neighboring nodes frormgei
fooled to believe that they are neighbors, but also mal&iou
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